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time since August 2010. The average daily spam volume increased 8.7 percent in February
month-over-month. Overall, spam made up 80.65 percent of all messages in February, com-

pared with 79.55 percent in January.

The overall phishing increased by 38.56 percent this month. There was significant increase in
some of the sectors of phishing mostly in automated toolkit and unique domains. Phishing
websites created by automated toolkits increased by about 50.33 percent. Unique URLSs in-
creased by 33.73 percent, and phishing websites with IP domains (for e.g. domains like
http://255.255.255.255) decreased by about 47.22 percent. Webhosting services comprised 13
percent of all phishingan increase of 38.97 percent from the previous month. The number of
non-English phishing sites saw a significant increase by 76.51 percent. Amorigngisin

phishing sites, Portuguese, French, and Spanish were the highest in February.

The following trends are highlighted in the March 2011 report:
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1 3D Secure Passwords for Recharging Mobile Airtime

T Mass Phishing on Credit Card Services Brand Using Fake SSL
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Spam Regions of Origin
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Phishing Tactic Distribution Overall Statistics
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market world. These countries have shown tremendous economic growth recently, and in

turn have seen fast growth in broadband Internet. This growth in broadband use makes these
countries vulnerable to botnets, a web of compromised computers.

So we asked the question: where are they i

n terms of global spam output?

25%

20%
15% .
® China
® India
10% ® Russia
® Brazil
5%
0%

Nov Dec Jan Feb Mar Apr Jun Jul Aug Sep Oct Nov Dec Jan Jan Feb
09 09 10 10 10 10 10 10 10 10 10 10 10 10 11 11

The above chart, which shows spam origin
trends:
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percentage by each country, highlights three major
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T Brazil made the most nominal improvement.
1 Russia, on the other hand, gained spam market share.

Over the last 15 months, EMEA has ranked consistently as the top region in global spam out-

put. While a number of countries in EMEA
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3D Secure Passwords for Recharging Mobile Airtime

Phishers are known for developing different strategies with the motive of duping users into
believing that the phishing site is authentic and secure. Phishing sites are now seen asking for
a 3D secure number.

What is 3D secure number?

A 3D secure number is a password that is only known to the bank and the buyer. In other
words, during an online transaction, the merchant in question does not know this number.
This number is essentially an additional password given separately to card holders specifically
for the safety of online transactions.

Many online transactions typically involve the use of credit/debit card numbers and the num-
ber on the back of the card. If anyone happens to see the card and copies or writes down
these numbers found on the card, the card holder would be at risk of having his or her money
stolen in online transactions. The use of a 3D secure password prevents such a risk, as itis a
number not present anywhere on the card. The fact that the card numbers are entered by the
owner of the card helps in authenticating.

A 3D secure number reduces the risk in a situation where the card numbers are copied by

other people. However, if the 3D secure number itself is given away by the user to a phishing
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ers to enter their 3D secure number along with other card details in phishing sites.
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Recently, one such example was observed where the phishing site prompted the user for

credit card details and their 3D secure number for an online transaction. The bait was mobile

phone airtime purchased online. The phishing site targeted customers in Turkey and the

phishing pages were in Turkish. Also, the credit card details requested were of banks based in
Turkey. The required information was the mobile phone number, amount of mobile phone
FANGAYS (2 06S NBOKFNHSR: yIFYS 2F GKS olylz Ol
date, CVV, and 3D secure password. To increase the appeal, the phishing page offered cus-
tomers of two particular bankgifts worth $10 for every $20 purchased. Upon entering the
information, the user was redirected to a page on the phishing site that asked for more user
information.
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that upon clicking the button at the bottom of the page, a password would be sent as an SMS
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the operation would be disapproved, leading to the failure of the transaction. Below this but-

ton was a message stating that 3D secure card purchases are safe for online transactions and

high encryption system provides protection against unauthorized use. This statement was ob-
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The third page of the phishing site asks for the

password previously claimed to have been sent

to the user by SMS. The phishing page also no-

tifies the user that the SMS may take one to five

minutes to reach the user and requests that the

page not be closed. Of course, this is just a ploy
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The phishing URL used IP domains (for example,
domains like http://255.255.255.255). The
phishing site was hosted on servers based in the
state of Orlando, USA.



